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HNHCTPYKIUSA Ne 13
10 NPaBWJIaM HH(POPMALMOHHOH 0€30IaACHOCTH 00yYAKOIIUXCS

CeTeBI/l'—IOK.D(b - TBOM T'JIaBHBIM COBETUMK B CETH. 3)1er Thl MOXCIIb Y3HAThb O 0€e30IacHOCTH B
CCTHU MMOHATHBIM U NOCTYIIHBIM A3BIKOM, a IIPU BO3SHUKHOBCHHUN KpPITH‘-ICCKOfI CUTyalluu O6paTI/ITI)Cﬂ
3a COBETOM. A TaKKe IIPUHATD YIaCTHUEC B KOHKYpPCaX U CTaTb CaAMbIM I_II/I(l)pOBLIM I'paXaaHHUHOM.

C KaXJbpIM roJIOM MOJOAEXKH B MHTEPHETE CTAHOBUTHCSA OOJIbLIE, a IIKOJIBHUKUA OIHU M3 CaMbIX
aKTHBHBIX IOJb30Barened PyHera. Mexay TeMm, IOMUMO OIPOMHOIO KOJMYECTBA BO3MOKHOCTEH,
HMHTEpPHET HeceT M NpoOieMbl. DTH IpaBUiIa JOJDKHBI IOMOUYb peOeHKY 0€30I1aCHO HaXOAUTHCS B
CETH.

KomnbrorepHbie BUPYChI
KoMnbloTepHbIii BHPYC - 3TO PAa3HOBUIHOCTb KOMIIBIOTEPHBIX IIPOIPAMM, OTINYUTEIBHOU
0COOEHHOCTBIO KOTOPOH SBJISIETCS CHOCOOHOCTh K pa3MHOXKEHMIO. B 1omonHeHue K 3ToMy, BUPYCHI
MOTYT TOBPEIUTh WIM IOJHOCTBIO YHUYTOXHUTH Bce (ailibl M JaHHbIE, MOJKOHTPOJIbHbBIE
MI0JIb30BATENI0, OT UMEHU KOTOPOro OblLIa 3amyllleHa 3apaXEHHas NMporpaMma, a Takke MOBPEAUTh
WIM JlaXe YHUYTOXXUTH OMNEPAlMOHHYIO CUCTEMY cO BceMM (ailmamu B 1esnoMm. B OonbiinHCTBE
CIIy4aeB pacIpOCTPaHAIOTCS BUPYCHI 4YEPE3 UHTEPHET.
MeToabl 32a1IUTHI OT BPEAOHOCHBIX NPOrPAMM:
1. Hcnonb3yit COBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLINE CePbE3HBIN YPOBEHb 3aLUTHI OT
BPEOHOCHBIX IIPOIPAMM;
2. IlocrossHHO ycraHaBiaMBail ToYTH (UMQPOBBIE 3aMIaTKH, KOTOpPblE aBTOMATHUYECKH
YCTaHaBJIMBAIOTCS C LIEbI0 JOPAOOTKU MPOTrpaMMBbl) U Apyrue oOHOBIIEHUS CBOEH OneparmoHHON
cucteMbl. CkaunBail UX TOJBKO ¢ odunmambHOrO caita paspadorunka OC. Ecnam cymectByer
PEKUM aBTOMATUYECKOTO OOHOBJICHHUS, BKJIIOUH €T0;
3. Paborait Ha cBOeM KOMIIBIOTEpE IO/ MpaBaMH ITOJIb30BATENsl, a HE aJIMUHHCTpATOpa. DTO HE
MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPaMM HHCTAIIMPOBATHCS HA TBOEM IEPCOHATHLHOM
KOMITBIOTEPE;
4. Hcrnonp3yil aHTHBHPYCHBIE IPOTPaMMHBIE TPOAYKTHI H3BECTHBIX MPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;
5. Orpanunub pU3NYECKUN JOCTYN K KOMIBIOTEPY AJIsi TOCTOPOHHUX JIMIL;
6. MHcnonw3yli BHENIHME HOCHUTENW WH(POpMAIMK, Takue Kak (Qruemka, Auck wim ¢dain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UICTOYHHUKOB;
7. He oTkppiBail KOMIbIOTEpHBIE (DaiiiIbl, OJyUYEHHbIE U3 HEHAJEKHBIX HCTOYHUKOB. Jlaxke Te
¢aiinbl, KOTOpPbIE MpHCIal TBOM 3HAKOMBIH. JlyuIie yTouHu y Hero, OTIPABIISIL JIM OH TeOe UX.

Ceru WI-FI


http://сетевичок.рф/

Wi-Fi - 3T0 He BuJ mepenaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JMib OpeHs, mapka. Eme B 1991
rony HuAepiaHACKas KommaHusi 3apeructpupoBaia Openng «WECA», dro o06o3Hagano
cnoBocouetanue «WirelessFidelity», KoTopblil mepeBoAUTCS KaK «OecTIpOBOAHAS TOYHOCTD.
Jlo Hamero BpeMeHH Jiolijia Apyras abOpeBuaTypa, KOTopasi SBJISETCS TaKOW K€ TEXHOJIOTHel. DTo
ab0peBuatypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha CTaHJApPT BBHICUIMHA 3BYKOBOM
texHuku Hi-Fi, yTo B mepeBojie 03HaYaeT «BbICOKAsI TOYHOCThH.
Jla, OecrulaTHBIA HMHTEPHET-IOCTYIl B Kade, OTENsIX U ad’dponoprax sBISETCS OTIMYHOU
BO3MOXKHOCTBIO BBIXO/Ia B HHTepHET. HO MHOTHE KCHepThl CUMTAIOT, 4yTO oOIeaocTynHbie WiFi
CETH HE SIBIISIOTCS OC30MMaCHBIMH.
CoBeTbl 10 0e30MacHOCTH padoTe B 001e10cTYNMHbIX ceTax Wi-fi
1. He mepenaBaii cBoro nuyHy0 HMHpOpManuio depe3 obmenocrynabie Wi-Fi cetn. Paboras B
HUX, eJIaTeIbHO HE BBOJUTH MApOJIU JOCTYIIA, JIOTHHBI U KaKWe-TO HOMepa;
2. Ucnonwp3yii u OOHOBISH aHTHBHpPYCHBIE MporpamMmbl U OpaHamayep. Tem camMbIM T
o0e3omnacuilb ceds OT 3aKaYyKU BUpYyca Ha TBOE YCTPOMCTBO;
3. Ipu ucnons3oBanun Wi-Fi otkmoun ¢ynknuio «O0mmii goctyn K ¢aiinam 1 npuHTepam».
Jannast GyHKIUS 3aKphITA 0 YMOJYaHHIO, OJTHAKO HEKOTOPHIE MOJIb30BATEIN aKTUBUPYIOT €€ s
yI00CTBa UCITOJIB30BaHUSI B paboTe Wik yuebe;
4. He ucnone3yit nyonuunsii WI-FI mst nepenaun nuyHBIX JaHHBIX, HAIPUMED AJS BBIXOJA B
COLIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO IIOUTY;
5. Hcnons3yii Tonbko 3amuineHHoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. npu nHabope BeO-
azpeca BBOIM UMEHHO «https://»;
6. B moOunbHOM Tenedone otkiroun ¢yHkiuio «lloakmouenne k Wi-Fi aBromartnuecku». He
JOTyCKall aBTOMaTHYECKOTO MOKITFOUEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.
ConuaJbHBIE CeTH

ConuasibHble CETH aKTMBHO BXOJSIT B HAlly >KW3Hb, MHOTME JIIOJU paboOTalOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MIILITHAP]] YETOBEK, UTO SBISETCS OJHOU CEebMO
BCEX JKUTENIeH IU1aHeThl. MHOTHMe MOJIb30BaTeNId HE MOHMMAIOT, YTO MH(OpMalUs, pa3MelleHHas
MMHU B COIMANIBHBIX CETSAX, MOXKET ObITh HaiiJieHa M UCIOJb30BaHA KEM yroJHO, B TOM UHUCIIE HE
00s13aTeNbHO ¢ OJIarMMH HAMEPEHUSIMH.
OcHoBHBIE COBETHI 10 0€30MACHOCTH B COLHATbHBIX CETAX:
1. Orpanuub cnucok Jpy3ei. ¥ TeOs B Ipy3bsX HE JOJDKHO OBbITh CIy4yalHBIX M HE3HAKOMBIX
JTIOJICH;
2. 3ammmai CBOI 4YacTHYIO KM3Hb. He ykaspiBail maponm, TenedoHbl, aapeca, ATy TBOETO
POXKIEHHUS W JPYTYI IUYHYI0 HHQOpMAIHiO. 3IOYMBINIIEHHUKA MOTYT HCIOIB30BaTh Jaxe
MH(OPMALIHIO O TOM, KaK Thl U TBOM POJIUTEININ IUIAHUPYETE MPOBECTH KaHUKYJIbI,
3. 3ammimai CBOIO peryTaluio - JEpXH €€ B YUCTOTe M 3a7aBail ceOe BOIpOC: XOTed Obl THI,
4yTOOBl ApPYyry€ MOJB30BaTENM BHJENHM, YTO Thl 3arpyxaewms? Iloxymaii, mpexjae 4eM 4YTO-TO
OIMyOJIMKOBAaTh, HAMKUCATH U 3aTPYy3UTh;
4. Ecnu Tl TOBOpHIb C JIIOJbMHU, KOTOPBIX HE 3HA€lllb, HE HCMOJb3YH CBOE pealibHOE UMS U
JPYTYIO JTHUHYIO HH(POPMAIMH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U MpoUee;
5. MW3zberaii pazmemenust ¢ororpaduit B MHTEpHETE, T/I€ THI M300pa)keH HAa MECTHOCTH, IO
KOTOPOI MOXHO OIPEAETUTH TBOE MECTOIOJIOKEHHUE;
6. Ilpm permcTpanu B COIHMATBHOH CETH HEOOXOIUMO HCIIONB30BaTh CIOXKHBIE MapOIIH,
cocTosMe U3 OyKB U (P U ¢ KOTUIECTBOM 3HAKOB HE MEHEe §;
7. Jlms conManbHOW CETH, MOYTHl U IPYTHUX CAUTOB HEOOXOJMMO MCIOJB30BaTh Pa3HbIC MapOIH.
Torna ecnu Te6s1 B3TOMaIOT, TO 3J0YMBIIUIEHHUKHU MOJIy4aT JOCTYH TOJBKO K OJJHOMY MECTY, a He
BO BCE Cpazy.

JIeKTPOHHbBIE IeHbI |
DJIEeKTPOHHbIE [eHbI'M — JTO OYEeHb YIOOHBI CHocod IuIaTexeil, OJHAKO CYLIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TH JIC€HbIU.
DNEeKTPOHHBIE IEHbI'H MOSBUINCH COBCEM HEJABHO U MMEHHO M3-3a 3TOT0 BO MHOTHX I'OCYyJIapCcTBax
710 CUX IIOp HE IIPOMMCAHO PO HUX B 3aKOHAX.



B Poccum xe oHM (YHKIIMOHHUPYIOT U O HHX YK€ MPOIMHUCAHO B 3aKOHE, IJI€ WX PA3JCISAIOT Ha
HECKOJIBKO BHJIOB - AHOHHMHBIC U HE aHOHMMHbIC. Pa3HMIIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaeTcs MPOBOAUTH Olepanuu 0e3 HWACHTU(HUKAIMHM TOJb30BaTeNsd, a B HE
AQHOHHUMHBIX UACHTU(DUKAIINH [10JIB30BATENS SBISIETCS 00s13aTEIbHOM.
OcHoBHbIE coBeThI 10 0e30nacHoil padoTe ¢ 3JIEKTPOHHBIMHU 1eHbIAMH !
1. IIpuBsoku K cUeTy MOOWIBHBIM TeneGoH. ITO caMblii yAOOHBIH M OBICTPBIA CHOCOO
BOCCTaHOBUTbH JOCTYII K cueTy. [IpuBsi3aHHbIi Tene(oH MOMOXKET, €Cli 3a0y/IelIb CBOM TUIATEKHBIN
[1apoJib WM 3alJIelIb Ha CAlT C HE3HAKOMOI'0 YCTPOWCTBA;
2. Wcnonw3yit ogqHopasoBkie maponu. [locie mepexona Ha yCHICHHYIO aBTOpH3AIUi0 TeOe yke He
OyZeT yrpokaTh ONaCHOCTb Kpa)XH WJIM IepexBaTa IJIaTeKHOTO MapoJis;
3. BeiOepu cnoxublii maponb. [IpectynmHukam OyAeT HE HpPOCTO yrajaaTh CIOKHBIA Mapoib.
Hagnexxuble maponu — 3TO Mapoiu, KOTOpbIEe cojepKaT He MeHee § 3HAKOB M BKJIIOYAIOT B ceOs
CTPOYHBIE U MPONHUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK Jl0Ju1apa, (pyHTa,
BOCKJIMIIATENIbHBIN 3HAK U T.1. Hanmpumep, StROng!;;
4. He BBOAM CBOM JIMYHBIC JTAHHBIE HA caliTaX, KOTOPHIM HE JOBEPSICIIIb.
JJIEKTPOHHASA MOYTA

DJIEKTPOHHAsI MOYTAa — 3TO TEXHOJIOTHUS U MPEAOCTaBISIEMbIE €10 YCIYI'M IO IEpPEChUIKE M
MOJIYYEHUIO SIEKTPOHHBIX COOOIIECHHH, KOTOPbIE PacCHpeeNIIOTCS B KOMIIbIOTEpHOU ceT. OOBIYHO
3JIEKTPOHHBIN MOYTOBBIHN SIIIUK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMs_TIONB30BaTeNA(@uMs_JoMeHa. Takke KpoMe TMepelayd IpPOCTOr0  TEKCTa, HMEeTcs
BO3MOKHOCTb TIepeiaBaTh (pauibl.
OcHoBHBIE COBeTHI 10 0e30MacHOi padoTe ¢ 3JIeKTPOHHO MOYTOM:
1. Hamo BBIOpaTh NpaBWIBHBIA IOYTOBBIA CepBUC. B HMHTEpHETE €CTh OrPOMHBIN BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIydllle JOBEPSTh TE€M, KOTO 3HAEIlb U KTO MEPBBIA B
pEUTHHTE;
2. He yka3piBaii B JHMYHOW TMouTe JNMYHYK uHGMopmanuo. Hampumep, mydmie BbIOpaTh
«My3BIKaTbHBIN _(hanaT@» mum «pok2013» BMecTo «remal3»;
3. Hcmonp3yil ABYXATAlHYI0 aBTOPH3AIMIO. JTO KOTJa MOMHUMO TapoJisi HY)XKHO BBOJIUTH KO/,
npucbuIaeMblil mo SMS;
4. Beibepu cl0XHBIA Maponb. [[1s KaKAOro MOYTOBOTO SIIMKA JOJDKEH OBITh CBOW Ha/IEXKHBIM,
YCTOMYMBBIN K B3JIOMY I1apOJIb;
5. Ecnum ecTh BO3MOXHOCTH HamucaThb CaMOMY CBOM JIMUHBIM BOMPOC, HWCIHONB3YH 3Ty
BO3MOKHOCTB;
6. Hcmonp3yil HECKOJNBKO TOYTOBBIX AIIUKOB. [lepBhlii A1 4acTHOM MEPENUCKHU C aapecaramu,
KOTOPBIM Thl JOBEpsiellb. JTO AIEKTPOHHBIA a/ipec HE HAJ0 MCIOJb30BAaTh IPU PErHUCTpAllMU Ha
dopymax u caiitax;
7. He otkpsiBail aitibl U apyrue BIOXKEHUS B MUChMax JaKe€ €CIM OHU NPHIILIA OT TBOMX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIH JIU OHU TeOe 3TH (halibl;
8. Ilocne okoH4aHUs pabOTHI HAa MOYTOBOM CEPBHICE MEpe] 3aKPHITHEM BKIIAJAKU C CAaTOM He
3a0yb HaXaTh Ha «BBIATHY.

KuOepOy/utMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

Knﬁepﬁymmﬂr— IpeCciIca10BaHuC COO6IJ.I€HI/ISIMI/I, COACPpIKAIINUMU OCKOp6HeHI/I${, arpeccutro,
3alyTrUBaHUEC; XYJIHUTIaHCTBO, COLHUAJIBHOC 60ﬁKOTHpOBaHHe C IIOMOIIBIO PA3JIUYHBIX HHTCPHET-
CCPBUCOB.

OcHoBHBIE COBeTHI 110 00pbOe ¢ KHOEePOYIJIMHIOM:

1. He 6pocaiics B 60ii. Jly4muii cioco0: mocoBETOBATHCS Kak ceOst BECTH U, €CIIM HET TOro, K KOMY
MOJXHO O6paTI/ITI)C$I, TO BHaAYaJI€ YCIIOKOHUTLHCA. Ecim THI HauHEm®s OTBEYATh OCKOp6J'IeHI/I${MI/I Ha
OCKOpOJIEHUS], TO TOJIBKO elle OOIbIIe pa3okkKellb KOH(IHUKT;

2. YnpaBisi cBoel KuOeppernyTanuei;

3. AHOHMMHOCTb B ceTH MHHUMas. CyIecTBYIOT CIIOCOOBI BBIICHUTb, KTO CTOUT 332 aHOHHMMHBIM
aKKayHTOM;



4. He cTouT BECTH XYyJIMTaHCKUI 00Opa3 BHUPTyaslbHOW >XM3HU. MHTEpHET (UKCHpyeT Bce TBOU
JEHUCTBUS M COXPAHSICT UX. Y JAIUTh UX OYyIET KpaiiHe 3aTPyTHUTEIBHO;
5. CoOmrosiaii CBOM BUPTYaJIbHYIO YECTh CMOJIONY;
6. Urnopupyit enunuunblii HeraTuB. OJHOpPa30BbIE OCKOPOUTENbHBIE COOOIIEHUS JIydlle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yalbHOW CTa UM,
7. ban arpeccopa. B nporpammax oOMeHa MrHOBEHHBIMH COOOIICHUSIMH, B COIIMAIbHBIX CETIX €CTh
BO3MOKHOCTh OJIOKHPOBKH OTIIPABKH COOOIIEHHH C ONPEIeICHHBIX aPECOB;
8. Eciiu Tl cBuzmerens kubepOymiuHra. TBOM AEWCTBUS: BBICTYNIUTH IMPOTUB IpECieoBaTes,
II0Ka3aTh €My, YTO €ro JIEHCTBUS OLICHUBAIOTCS HETaTUBHO, MOAJEPKATh JKEPTBY, KOTOPOM HY)KHA
MICUXOJIOTHYECcKast IOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCUBHOTO MOBEJICHUS B CETH.

MoOunbHbIi Tes1edoH
CoBpemennble cMapT(hOHBI W IUIAHIIETHI COJIEPKAaT B cebe BIOJHE B3pOCHbIA (PyHKIHMOHANI, U
TENepb OHU MOTI'YT KOHKYPUPOBAaTh CO CTallMOHAPHBIMU KOMIIbloTepamMu. OHAKO, CPEACTB 3alIUTh
JUIS TOJOOHBIX YCTPOWCTB MOKa OYeHb Mayo. TecTupoBaHHE M TIOWUCK YSA3BUMOCTEH B HHX
MPOUCXOAUT HE TaK MHTEHCUBHO, Kak 1yist [1K, To jxe camoe kacaetrcst 1 MOOMIIbHBIX MTPUIIOKEHUH.
CoBpemeHHbIE MOOMJIbHBIE Opay3epbl YK€ MPAaKTUYEeCKH JIOTHAJIM HACTOJIbHBIC aHAJOTH, OJIHAKO
pacmpenue (yHKIIMOHAIA BIICYET 32 CO00I OONBIIYIO CIOKHOCTh U MEHBIIYIO 3alTUIIEHHOCTD.
Jlaneko He Bce MPOU3BOIUTENN BBITYCKAIOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTHUECKHUE YI3BUMOCTH
JUISI CBOMX YCTPOMCTB.
OcHOBHBIE COBETHI J1JI51 0€30NMACHOCTH MOOMJIBHOTO Tejie()oHa:
1. Huyero He sBIsI€TCS TMO-HACTOAIMIEMY OeciiaTHBIM. bynb ocTOpoXeH, Beab Korma Ttede
npeasaraT OecIIaTHBIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKUE-TO TUIATHBIE YCIYTH;
2. Jlymaii, mpexnae yem otnpaButh SMS, doro wmu Buaeo. Tel TOYHO 3Haeb, e OHU OyAyT B
KOHEYHOM utore?
3. HeobOxomumMo 0OHOBIISTE ONEPANIMOHHYIO CHCTEMY TBOETO CMapTHOHA,
4. Wcnonb3yit aHTUBUPYCHBIE IPOTPAMMBbI 11 MOOUITBHBIX Tele()OHOB;
5. He 3arpyxail npuiaokeHus OT HEU3BECTHOTO WCTOYHUKA, BEAb OHU MOTYT COJAEpXkaTb
BPEJIOHOCHOE NMPOrpaMMHOE 00ecTIeYeHNE;
6. Ilocie Toro Kax ThI BEIMIEIIb C caiiTa, TJe BBOAMI JUYHYIO WH(POPMAIHNIO, 3aiiIi B HACTPOUKH
Opayzepa u ynanu cookies;
7. Ilepuoanuecku npoBepsiii Kakue MIaTHbIE YCIYT'H aKTUBUPOBAaHbI HA TBOEM HOMEPE;
8. JlaBaili cBoil HOMep MOOHMJIBHOrO TenedoHa TONBKO JIIOJAM, KOTOPHIX Thl 3HACIlb U KOMY
JIOBEpsiellb;
9. Bluetooth ngomkeH OBITH BBIKIIOYEH, KOTJa Thl MM HE TMoyb3yelibcs. He 3a0biBail mHOTrIa
IIPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UIPBI - 3TO KPACOUHbIE, 3aXBaThIBAIOIIME pa3BI€UEHUs, O00bEIUHSIONINE
COTHM THICSY YEJIOBEK M0 BceMy MHpY. Mrpoku HCCleAyloT JaHHBIM UM MUp, 0OLIaoTCs IPYT C
JPYTOM, BBIIOJHSIOT 33/1aHUs, CPAXKAIOTCS C MOHCTPAMU U MOJIYYaroT OMbIT. 3a yIOBOJbCTBUE OHU
IUIATAT: MOKYTAKOT JAUCK, OIUIAYMBAIOT a0OHEMEHT WK MPUOOPETAIOT KaKUe-TO OMIIMH.
Bce atu cpencrtBa mayT Ha MOAJEp)KAaHUE W Pa3BUTHE UIPHI, a TakKe Ha caMmy O€30MacHOCTH:
COBEPILIEHCTBYIOTCSI CHCTEMBbI aBTOPH3ALMH, BBIITYCKAIOTCSl HOBbIE MaT4YM (LMU(POBBIE 3aIJIaTKH s
MIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.
B 1monoGHBIX Urpax CTOMT OmacaTtbCsi HE CTOJNBKO CBOMX CONEPHUKOB, CKOJBKO KpPaXH TBOETO
napoJisi, Ha KOTOPOM OCHOBAaHA CUCTeMa aBTOPU3AIMK OOJIbITMHCTBA UTD.
OcHoBHbBIE COBETHI 10 0€30MACHOCTH TBOEI'0 HTPOBOI0 AKKAYHTA!
1. Ecnu apyroil urpok BeaeT cedsl TIOXO WM CO3JaeT TeOe HEeMpUSATHOCTH, 3a0JIOKUpPYH €ro B
CIIMCKE UTPOKOB;
2. Tloxanyiicss aJMHHUCTpAaTOpaM WIPHl Ha TIUIOXO€ IIOBEIEHHE OSTOTO WIPOKa, KelaTeIbHO
MIPWIOKUTH KaKHE-TO JI0KA3aTeIbCTBA B BUJIE CKPUHOB;
3. He yka3piBaii THYHYIO HHPOPMALIKIO B TIPpOdaiiyie Urpsl;
4. VBaxall Ipyrux y4acTHHKOB I10 UTPE;



5. He ycranaBnuBaii HeoUIIUATBHBIE TATYN H MOJIBI;
6. Mcmonp3yit CIIOXKHBIE M pa3HbIC ITapOJIH;
7. Jlaxxe BO BpeMsI UIPbl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [loka Thl Urpaemib, TBONH KOMIIBIOTED
MOTYT 3apa3HTh.
@OUIIMHT WM KPaka JMYHBIX JAHHBIX
OObIuHOW Kpa)ked JeHer U JIOKyMEHTOB CEro/iHsi YK€ HHMKOIO HE YIMBHUIIb, HO C Pa3BUTHUEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIIJIEHHUKU IEPEMECTHUIINCH B UHTEPHET, U MPOA0JIKAIOT 3aHUMAThCA
«JTFOOMMBIM) JICJIOM.
Tax nosiBunIach HOBasl yrpo3a: MHTEPHET-MOLIEHHUYECTBA WM (PMILMHT, [VIaBHAs 1I€JIb KOTOPOIO
COCTOUT B IOJYYEHUU KOH(UICHLIMANBHBIX JAaHHBIX IOJb30BaTENell — JIOTMHOB M naposied. Ha
aHTTIUICKOM si3bIke phishing yuraercs kak ¢umunr (ot fishing — pweiOHas noBns, password —
apoJib).
OcHoBHbIE coBeThI 10 0opble ¢ GUIINHIOM:
1. Cnequ 3a cBouMm akkayHTOM. Ecimu Thl mojo3peBaellb, YTO TBOsSI aHKeTa OblLIa B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKUPOBATh €€ W COOOMIMTH aJIMUHHCTPATOpaM pecypca 00 3TOM KaKk MOXHO
CKOpEEe;
2. Wcnonw3yit 6e30macHbie BeO-CATHI, B TOM YHCIIC, MHTEPHET-Mara3nHOB U TTIOMCKOBBIX CHCTEM;
3. HUcnonb3yil cnokHble W pa3Hble Mapoiau. TakuMm oOpazoMm, eciad TeOs B3JIOMArOT, TO
3JI0YMBIIUJIEHHUKY MOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NPOQUIIIO B CETH, a HE KO BCEM;
4. Ecnmu Te0s B3IOManM, TO HEOOXOAMMO MpeaylnpeIuTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
no0aBiieHbl y T€0sI B APY3bsIX, O TOM, YTO TeOs B3JIOMAIM M, BO3MOKHO, OT TBOETO MMEHHU OyneT
pacchlIaThCs ClIaM U CCbUIKM Ha (DPUIIMHIOBBIE CANTHI;
5. YcranoBu HagexHbIi mapons (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTwiItouM coxpaHeHue naposis B opaysepe;
7. He oTkpbIBaii (aiiibl U Apyrue BIOKEHUS B MUCbMaX Ja)e €CIIM OHH MPHUIILUIA OT TBOUX JPY3€i.
Jlydiie yTOYHH y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (hailibl.
Hudposas penyrauus
IndppoBasi penyrauusi - 3TO HEraTWBHas WIM IO3UTHBHas HHpopMalnus B ceTH O Tebe.
Kommpomerupytoniass uHpopManus pa3MelleHHass B HHTEPHETE MOXKET Cepbe3HbIM 00pazom
OTpa3UTbCs Ha TBOEW peanbHOU )u3HU. «LludpoBas pemyranus» - 3TO TBOH MMMJIK, KOTOPBIH
¢dbopmupyercs u3 uHbopMauu o Tede B UHTEPHETE.
TBoe MecTo JXUTENbCTBa, yueObl, TBOE (MHAHCOBOE IOJOKEHUE, OCOOCHHOCTH XapakTepa M
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.
MHorue noJpoCTKH JETKOMBICIIEHHO OTHOCATCS K IMyOJIMKaK JuuHoi nH(opmarun B UHTepHeTe,
HE TIOHMMasi BO3MOKHBIX MOCNIECTBUI. ThI 1axke HE CMOKELIb 10TaaThCsl O TOM, 4TO doTorpadus,
pa3MelleHHas 5 JeT Ha3aj, cTaja MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.
KomMmenTapuu, pasmenienue tBoux Qororpapuil u Apyrue AeUCTBUS MOTYT HE MCUE3HYTh JaxKe
1ocJje TOro, Kak Thl UX yJaluilb. Thl HEe 3Haelllb, KTO COXPaHWII ATY HH(OpMAIHIO, [ToTaja J1 OHA B
MTOMCKOBBIE CHCTEMBl M COXpaHWJIACh JM OHA, a IJaBHOE: YTO MOAYyMarT O Tebe OKpyKarollee
JIOAM, KOTOpble HaWAYT M YBUAAT 3T0. HallTu MHPOpPMALIMIO MHOTO JIET CIYCTSI CMOXKET JII000M -
Kak 13 100pbIX TOOYKIEHUI, TaK U C HAMEPEHUEM NIPUYUHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.
OcHoBHbBIE cOBeTHI IO 3ammTe HH(pPOBON penmyTanuu:
1. Ioxymaii, mpexae 4eM 4To-TO MyOJIMKOBATh U MepeaBaTh y ce0s B O10re WM B COIMAIBbHOMN
CETH;
2. B wHacrpoiikax mpodwis yCTaHOBH OTPAaHWYEHHs Ha TMPOCMOTP TBOETO MPOQWIS U €ro
COJZIEP’KUMOT0, CAENIAl €r0 TOJIBKO I ApY3ei»;
3. He pa3memmait u He yka3piBali WH(OpPMAIHIO, KOTOpas MOXET KOTO-THOO OCKOPOJSTH WIIN
OOMXaTh.
ABTOpCKOE IPaBo
CoBpeMeHHbIE MIKOJIbHUKHM- aKTHBHbIE MOJb30BaTENN HU(POBOTrO mpocTpaHcTBa. OAHAKO TAJIEKO
HE BCE 3HAIOT, YTO MOJIb30BaHNE MHOTMMH BO3MOXKHOCTAMHU HU(POBOro Mupa TpedyeT cobto1eHus
IIPaB HA MHTEIJIEKTYAIbHYIO COOCTBEHHOCTD.



TepMHUH «MHTEIEKTyanbHass COOCTBEHHOCTH)» OTHOCUTCS K PA3JIMYHBIM TBOPEHHUSIM YEIOBEUYECKOTO
yMa, HauMHasl ¢ HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIONIMX COOCTBEHHOCTh HAa HMPOAYKTHI U
yCIAYrH, ¥ 3aKaH4yuBass KHUTaMmHu, (oTorpadusimMu, KUHOQWIBMAMH U MY3bIKJIbHBIMU
IIPOU3BENCHUSMU.

ABTOpPCKHeE NpaBa - 3TO MpaBa Ha MHTEIUICKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BENCHHS HAaYKH,
JUTEpaTyppl M HCKYCCTBA. ABTOPCKME IpaBa BBICTYNAIOT B KayeCTBE TapaHTUHU TOTO, YTO
MHTEIJUICKTYaJIbHBII/TBOPUECKUI TPyl aBTOpa HE OyAeT HampacHbIM, JAacT €My CIIpaBeIMBHIC
BO3MOKHOCTH 3apaboTaTh Ha pe3yJbTaTaXx CBOEro TPyJa, MOIYYHUTh M3BECTHOCTb M NPU3HAHUE.
Huxkro 0e3 pa3pemieHus aBTopa HE MOKET BOCIPOM3BOAMTH €r0 MPOU3BEIACHUE, PACIPOCTPAHSTH,
nyOJIMYHO JI€MOHCTPUPOBaTh, INPOJABaTh, UMIIOPTUPOBaTh, IIyCKaTh B IPOKaT, IyOJUYHO
UCTIOJHATH, IIOKA3bIBAaTh/UCIIONHATH B A(HUpe WU pa3memaTs B IHTepHeTe.

Vcnonb30BaHue «IMPaTCKOro» MpOrpaMMHOI0 00ecleYeHusl MOXKET IPUBECTH K MHOTUM PUCKaM:
OT MOTEPH JAHHBIX K TBOMM aKKayHTaM J0 OJOKHMPOBKH TBOETO YCTPOWCTBA, II€ YCTaHOBIICHHBIN
He JierajibHas nporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYLIECTBYET JieTalbHble U OECIUIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOKHO HAalTH B CETH.



